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Abstract: Aiming at the problems that the existing compressive sensing-based meaningful image encryption algorithms
have low visual security of the encrypted images and poor quality of the reconstructed images, a 2-dimensional compres-
sive sensing-based (2DCS) meaningful image encryption algorithm was proposed. Firstly, a chaotic pseudo-random se-
quence generation method associated with plaintext was designed, and the global random permutation and grayscale
transformation operations were used for pre-encryption to improve the decrypted image quality. The generated
pre-encrypted image was used as the input for 2DCS, and the secret image was generated after the compression encryp-
tion and quantization operations. Secondly, the relationship between the hidden and the modified data was considered,
and an adaptive embedding method was adopted to modify the carrier coefficient values to improve the visual security of
meaningful encrypted image. Finally, the 2-dimensional projection gradient reconstruction method was adopted to de-
compress and decrypt to obtain the decrypted image. The experimental results show that, compared with the existing al-
gorithms, the proposed algorithm not only improves the visual security of encrypted image and the quality of recon-
structed image, but also can resist noise and cropping attacks.
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JiTRIIRHSEHE . AN 6 RTLAE H, s BUELE K5
] 3 7 1) RO A28 1B AR SR M ALl T AR
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H5 W
#1 HXRHESER

El% Jri T E EA ARG I EE

K 0.031 4 0.9440 0.948 0

Parrots EH 0.0111 0.9713 0.971 6

XF 2 0.0124 0.9157 0.9314

KT —0.054 5 0.947 9 0.9390

Monarch FEH 0.109 0 0.974 8 0.965 5

Xf 2% 0.016 9 0.928 7 0.9110

K 0.0729 0.943 3 0.944 1

Camera FH 0.061 5 0.9710 0.972 1

XLk -0.013 1 0.917 1 0.923 2

K -0.029 4 0.9418 0.9377

Boats FH 0.058 6 0.969 9 0.969 3

XLk 0.0229 0.9209 0.920 7

K 0.093 3 0.944 1 0.944 5

Barbara FH 0.034 7 0.968 9 0.970 1

Xtk -0.007 6 0.920 0 0.924 4

3.1.3 28T

&R TR NS et B R R — . X
THBUNEEZN S, N EUENE B RSEREET
AR EURAE B, W o ilker . BB B
THHEAH

H(x)= —Z p(x)lbp(x,) (28)

Hfr, p(x) 2 x, FURAEBER. R 2 50 TRAR
BRI FIBAA S Lena 5 15 SH545 R

M 2 WAL I R 20 5 Bk B R
SRR, BEEBREGBIE SR, K
B SR RE 2 AR, 3 i B AL ey 5 AR 3 e
PR 1045 25K 73 S dm S0 AE A2

*2 BERBER
El B EB WAk EE PG SEE FEIG
Parrots 7414 1 7.444 2 7.456 1 7.5254
Monarch 7.471 6 7.444 2 7.4550 7.5727
Camera 7.009 7 7.444 2 7.4559 7.046 4
Boats 7.145 6 7.444 2 7.455 8 7.403 1
Barbara 7.5252 7.444 2 7.4555 7.563 6

314 E5E
Zeor Wk iR Moy 3 amat O B S g g — A
BERAE, HrmEnEEG 2z, @i

BRI BB 2 T8I R HE, JF Sl AR R M5
SHIET IR T IRE W SO . @R R AR
(NPCR, number of pixels change rate) f14t—F34%
bR (UACI, unified average changing intensity)
KN #AGktEZ Bkiae s, iHEAy

M N
NPCR = %ZZD@', J)x100% (29)

i=l j=1

1 - 1G6EN) -GG o

UACI = VZ;,Z; 555 x100% (30)
Hrb, ¢ AL C, N WIS EHE BRI B 3R 45 1
2 AN InE EE . i C, 3, j) = C, (G, j) » W D@, j) =0,
BN DG, j)=1-

ASLFRFIEL AR S B Parrots ) 1 bit (R 3R
2 bit 53, AHIHE ARSI EHE R NRCR Al
UACI, 253413 3 Fon. MR 3 AXMERIL, 1bit 5%
U 2 bit (R R BUEATE BTN R Z R AR, &
K NPCR Z 54 043%, Kk UACI Z 551X 0.01%,
W7 1 I 22 43 SO R BN 2 RS0 To o

*3 NPCR 71 UACI 4553
1 bit R4 2 bit G R A
EIES

NPCR UACI NPCR UACI
Parrots 83.28% 0.76% 83.71% 0.76%
Monarch 83.48% 0.76% 83.11% 0.76%
Camera 83.79% 0.76% 83.87% 0.77%
Boats 83.59% 0.76% 83.36% 0.76%
Barbara 83.55% 0.76% 83.54% 0.76%

3.1.5 #mBFRE

TR L X (KPA, known plaintext attack )
FRYh & RS 1 M B SCRURE B 2% SIS L R 1k
W14 i % A RS BB RS 4 A i AL . 5 KPA AH
be, kW] SC B R R R /), B AT
DA $5% AT 5 W SCIF A2 BORH B35 S0, PAAE 7 5 BH AR
KAZ R R —MnE 77 Zae 4T CPA, W%
TR MARHEPT KPA. BTk, A B AL
Hil M RERE PT CPA. FEARSCEVES, HIRHICE
BRSAE T 1 bit (58, H A R R A B AEAE
B 22 7, 1K | T R ) % 4 el ee A B 4%
il 1T P A R B SRR BRI AR R B S
PG 2 A2 18 56 A AN [ B TR0 25 AR, AT A2 ik
FEAMNFE P FLE EMG . BT L B, ARCEE
A LA CPA
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3.2 EbE
321 REABITKE

I MG AE A 22 42 8 18 A% i i 2% 5 18 31 g
T, A Bk N B AU S TR /T .
AT 43 BT AR SR SCRR[20) A TEHUME 75 it
JHIRE 7. SRR, AR SCHEIEFSCHER[20]
SR 38 SR P - o B T A R M SR
BISCEME . B 7 45 T8 S2 AN [R5 P AR ER e 7 s
JE N G L K AR AR . I 7 v, Y
I R 8 FEE A 0.000 1 #8021 0.001 0 B, SCRR[20157%
FIE M % PSNR KA 29.142 8 dB. 21.758 5 dB
H118.423 5 dB, TMIASCEHEIER)E A EME PSNR #RIK
N 32.158 2 dB. 26.522 0 dB £ 20.3822 dB. 4R,
ASCEIE U S TR LT SCHR[20] 5002

9T AP E S 5 T, B SCER[20]F A A
RIS BUR AN R X IR MG A BN 0, #
MgERIE 8 s, BEAEHEET X EIEHE R, X
BR[20] 55921 FE 44 B 4% PSNR K 7/CN 23.423 7 dB.

(a2) mEE, (a3) MEER,
WEFETE EH0.000 5 AR E350.001 0

(al) IR,
W 4 3 #70.000 1

(a6) FHIE

(ad) EHER, (25 BHER, ,
W 38 250,001 0

WA EN0.000 T MEFHRE 70.000 5
(a) STHRI201%3%

20.142 6 dB A1 16.854 8 dB, i A LA EE M B
PSNR KX /927.288 9 dB.24.272 8 dB #1118.354 2 dB.
R, oI B A T RE V18 2 Pk By Bt fig
AL SCRR[20] 5092
3.2.2 Ao ARG A AR

NT BRI BB R GE  AtE, AR
T SR AR SO 1 0 2 AR RN )4 B 2 1A
PSNR Al MSSIM, FA13C#k[12,13,15,17,20]5 %
AT LR, fESEIeH, Br bS5 Parrots.
Monarch. Camera. Boats. Barbara fll Lena #},
Xt A E11% Peppers Jet. Baboon. Girl.
Goldhill #1 Bridge 347 7 k. [N, BISCE
G A R SE L —— X R, BPAS [A] 4 B S R
BERARMINEEG. £ 4% 5 DHEHT
A BEE SCHR[12,13,15, 17,2070 1 hn s B4
PSNR F1 MSSIM. M#* 4 fIE 5 /50, AXHEIE
(2% B 4% PSNR AT MSSIM ) T Hofh 35035 .
T2 TR A JF At BV R B A 8 e B A A8 N A

(b3) MEE R,
WEFE R E#40.001 0

(b2) MmEE R,
& 78 54 0.000 5

(bl) =B,
TR 5 250,000 1

(b5) =

W,  (b6) WHEE,
WA R0.000 5  BEASRAER0.001 0
(b) A

(bd) HEIELE,
W& FH B B4 0.000 1

B 7 AU SCHR[20] 505 A 7 et 4 21

(a3) fnEE1L,
XA 16316

(a6) EMEG,
Y XIHN 1616

(a2) mEER,

(al) MEEEL,
BT X B 4x4 Y Xk 88

(ad) EMER,
T X W44

(a5) HEMER,
Y X 30N 88
(a) SCHRI201%5-3%

(b1) MmEERK,
X4

(b2) mEE K,
T IX N8

(b3) mEE R,
TN 16316

oo il &

(b4) HMEIR, (b5) EAMEIR, (b6) HAEIR,

ey X R4 x4 By XI5k 8x8 BT X IR 16%16
(b) ASCHB:

B8 ASCEFAISCHR 201 SR BT Wi 45 R
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=4 INZEEEK PSNR ELE;

WIS WEEMR  SOROSE SORIBMEE SOROSIEE SCOROTISGE SORQROIEE AL
Len Peppers 323513 345134 31.798 6 351435 41.667 3 42.3207
Jet Baboon 37.105 8 35.156 7 32.597 6 32456 5 41.5059 423254
Girl Goldhill 36.1125 34.2543 32.064 7 322243 41.601 6 42.323 4

Barbara Bridge 35.5629 36.113 4 31.7397 334355 41.490 3 422493
iy — 35.283 1 35.009 5 32.0502 333150 41.566 3 42.3047
) MEE & MSSIM ELAL

YIS R SCRRUI2IBEHE  SCRRUBISE  SCRROSISEE  SCRRO7ISEE SOmR0NSE  ASCs
Lena Peppers 0.9257 0.9952 0.990 3 0.9918 0.996 7 0.998 3
Jet Baboon 0.9833 0.995 6 0.9955 0.9797 0.997 6 0.998 3
Girl Goldhill 0.966 6 0.997 3 0.994 2 0.964 1 0.997 2 0.997 5

Barbara Bridge 0.978 3 0.998 2 0.994 6 0.988 9 0.998 6 0.999 4
T4 — 0.963 5 0.996 6 0.993 7 0.981 1 0.997 5 0.998 4

REUE, MASCEEEE T AR NBIE R B
WAR R AR R, A RUBEC T BT iR IE
B3R AR A B R, AT AR = 1 n % R
BRI o 22 4 1tk
323 EHMEMGREIEK

R T T EMERECR, T 512 BE X512 4
ZIMAHFEI B SC B Barbara 2 55 K /INIAS [H] 2 44
K% Lena. Boat. Je il Peppers #H4T7IA, 115
H R EIAR AR 46 B SC B R 2 181 ) PSNR
MSSIM, A1 3CRHk[12,13,15,17,20) 503047 L%
HARSEY S R, SCHk[12,13,15,17]1 55 R A

IDCS SR 45 W SC R Fom s, XHRBUE B2
Ja A IEAZILELIE B (OMP, orthogonal matching
pursuit) HEAT EMZ E A ; 10 SCHER[201 51 FI AR A
%K H 2DCS Hgiins WS EUg, R ik
FREE 2DPG 771 [R] I 1R AT A He 4 P i 55 15 21 S5 A
K. & 6 Bt T ARSI ) PSNR AT MSSIM 4
Ro ME 6 A LUE H, SCHR[20]5 15 AIA SCHE
fr A P o BT SR e SOk [12,13,15,1 7] 5%,
FEFRZEFHIET 2DPG #IEUG BRI T
OMP P HEM . IhAh, SCHR[2015 %8 E A EA
ff] PSNR A1 MSSIM AN U S 535 i A B 45

=6 E#J[E1R PSNR F1 MSSIM EL4R

SCHR[12]583% SCHR[ 13159

SCHR[15)57%

SCHR[1 715095 SCHR[20]57 AR

WICEG BEEIG

PSNR/dB MSSIM PSNR/dB MSSIM PSNR/dB MSSIM PSNR/dB MSSIM PSNR/dB MSSIM PSNR/dB MSSIM

Lena
(51215 % * 28.4435 0.8128
5121835
Boats
(51215 % * 28.4435 0.8128
Barbara

(512 i 2ix 5121835

512483 Jet
(51215 % x 28.4435 0.8128

5121835

Peppers

(51215 % x 28.4435 0.8128
5121835

28.5534 0.9932

28.5534 0.9932
28.553 4

0.993 2

28.5534  0.9932

27.1232

26.987 5

26.714 5

27.014 5

08145 321185 0.8670 357784 0.9858 36.1450 0.9861

08016 31.6721 0.8289 357538 0.9858 36.2795 0.9863

07934 319821 0.8967 351031 0.9834 358946 09853

0.8034 299602 0.7845 354854 09841 359691 09855
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X PR SCHR[20] 502k B — 4R BE AL B &L 2DRP #
VEREAT NG, T A SCEVE R A4 )R BEHL B fL GRP
B RTINS, FIH GRP IN#E— 2R LIt

TEMEG R,
Zr b, ASCHVERAEI B EG R E.
4 FHRIE

ARSCHEH T — B I T 4 R AR N R
UGN Bk, e, Wit 7 —Fh 5 B SO SRR
(AR ol O Bl AL A T ¥, (8 DR R Al 1, R GRP
EE I E s SC G, BT e e et Bkt T
HIWEGRE. Kk, FIHFE RN E A
TE R R A E S IR AN A B R, A RR A
s AR A 22 4. SR, BT 2DCS %
A& TN % EAG T AR IR 46 B SO, il 2 s
THeEF, 54 G LT R S R E G
RS R R . N — 2D ARG % R A IR 4
ZHTGINRE BB, KRG 1R ZE 5 R
4 2DCS N, EGE H R & B R E
PR Z A PR ECA e A, AR M A B U JE
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